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BE: (7 —%y FOERITHED, BEFA—VTBEFEOERE 2->T0S. —F, EFA— VIR ERADE
ST ERDRT N, spam XWITRAIRTH L. ERNPOLHAVHITETZ spam #KIE, FEA— P — D
FQDN 73, A—/LH—/85 LWy, FIHEMERD LOAEHIET 5 S25R, —FFTF —H% DA — /L4 — " OBEL
BIBLT VAV RAT 47, spam ZEE LT A =AY —_"O—EE (TF 97 VAN RE, A=Y —NEHhET
DHDOMNEnoTz. L LN G, IDINAT— ROWHIZED, 7a (X0 A=Y — _REDIEHDOY — "M bk
LD spam B R TE TWD. D7), 201745 A KV HMETA — AT FL ADMAEZ L L7z, AFFTlX, spam
ik & 2 OBHFERIZONW TR S,

F—7—F: A—/l, spam, spam %
Anti-spam measures by sender mail address check and its effect

KAZUYUKI YOSHIDAT MINORU IKEBE"™
KOICHI YOSHIZAKI'!

Abstract. With the spread of the Internet, e-mail is the basis of communication means. Meanwhile, countermeasures against
spam are indispensable because e-mail tends to trigger illegal invasions. Spam countermeasures conventionally used check
sender MTAs, such as S25R for judging whether the FQDN of the sender MTA is like a mail server or user terminal, gray listing
for checking the operation of the sender MTA after a temporary error, or sender MTA is on blacklist. However, due to the leakage
of ID / password, spam sent from an authorized server such as a provider's MTA is increasing. Therefore, from May 2017 the
inspection of the sender's mail address was strengthened. In this paper, we describe spam detection method by checking sender
mail address and its operation result.

Keywords: e-mail, spam, anti-spam measures
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— 4y ajimu) & ENEBEE LT A — NV EZ T TREHR
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72 5[1]. ajimu TO spam RO Z X 3 1R, K3 T
1%, &%FR T spam &HIE S NHEITIEAIZ, ham (GEH
A=) EHESNSHAITIT T ICED.
2.2 PEkM 5L TE - spam H3E
(1) throttling
throttling & (% [spam %1 MTA X timeout 234\ > |, [spam
{% MTA X SMTP(Simple Mail Transfer Protocol) DHEFR)E
BFEZBELTA—LE2ED] EORBIIHEIE, ax
7 va VHESIBDOINE b S LIBIESE, #E MTA 232
HOOREEFRTICA — NV EEE L TE2HA, spam &
HW L CEZELHEST 2R FIETH H[2]. throttling (X3E
FERFM DI H T A—H L L TRET 5.
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WTIERAA S, m— VST TITS .
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Ty hOFEEWEDYED. 7T FBRFEL
RFUET= 7 — L3 5[3]
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3. A= /L P —/3TOD spam KO

Figure 3. Antispam measures on MTA(ajimu)

(3) whitelist
whitelist 1%, Ff{TZ2% MTA ® IP 7 KL A% Fik L7z
YR MTHDH., @ MTA "HDA—/LThH-o>ThH, spam
RIRIZIBNT spam EFRRINT D —ANFET D, 0
728, whitelist (& spam XI3R TIRA SN D2, FETE
HZMTA OIP 7 KL AR YA MTHZ LT, pmmansd
WMEA =N E2ZETEDL. ROGRFILEBWNTIX
dnswl.org[4]3 KX OV B IZ/ERL L 72 whitelist ZfEH L T\ 5
whitelist (ZF0H S A7 MTA 2> 558 S D A —/LIE spam
REEAL LT, BEA—NVEBIERS Z[ETE 5.
(4) blacklist

blacklist I%, spam £ MTA O IP 7 RLUAZXKEK LI
ARNTHD. A—NVDOREHLZEFEHEOHIC TCP 217 &~
a VOMESE L72IFIZ, blacklist (2B ST 5 TP 7 K
VADLDT 7 AR MM THD. blacklist & L
T Sorbs.net[5]X°> Spamhaus Project[6] % IV T\ 5.
(5) S25R

S25R 1E#EkE L C & 7= MTA ® FQDN % S25R D/L—/L &
BAEL, = Ra—Parba—2ThHonEHInEHE
T5H o RFa—Parva—FD%< L FQDN 2% E L
TRV, HDHWE, = Ra—Farbta—2icx LT
FQDN ##EL TV T, IP 7 RLAD FHL 16 £ R 72
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72 FQDN Ofil% 53, S25R Tif, =) Fa—#Far =
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WAHZERHDH. DD, DX MTA b OEH

A—NEry Fa—Far s Ea—Z b0 spam &A%
THAEEMERH D, TD7-®, S25R Tspam & ShiziHe
1L, T <IC spam & 32 D TIE7R < greylisting (2 &V FFER
HEEITD.

ml-192-168-0-1.exampl.jp
adsl-192-168-0-1.example.com
1.0.168.192.example.net
4. S25R TR AEE7R FQDN Dl
Figure 4. Example FQDNs detected by S25R
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example.info. IN TXT “v=spfl +ip4:192.0.2.0/24 ~all”
5 SPF L =— Koitikfi
Figure 5. Example of SPF record
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H5D. 2FQRQ)TITo> TCWHREX, ZO= > —7 From
IOWVWTHREZLTCWA. smtp 71 b2 /L Dl %X 61278
4. —J7, ~v & From %, A—/LOFO From:~~ v % [10]
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EF7C MTA 58.4%E MTA
— 220
EHLO mail.example.jp -
— 250
MAIL FROM:<foo@example.jp> —
— 250
RCPT TO:<baa@example.com> —
— 250
DATA -
— 345
(A—=NT =2 DIEE) -
N
— 250

6 smtp 7' k=L DR
Figure 6. Outline of smtp

WICBND A—NT RLATHD. #@E, Zhd2o0%(F
FTA—NT RLRAZIEICLDTHDIN, A=V 7Y AR
ZC, =R a—7 FromZEEHBI NI ENHD

32 FAAYRTS9I VA M/KRIA YR b

MEORAAL AT T 7 YAR/KUA MY R NEAE
9% & & BT, Spamhaus Project[6]D KA A V44T T v 7
VANEZRTD. RUA MY A ML, BHRIP FAA
VEIILD, ZETDHA—NEDBENRAL U EFIFELT
WA, 7Ty 7R RMIE, EFITEVZ spam D%E[ETT
T RUANOGHEELNTEZI R NAL L EFIZEL T
5. 7797 VA NO—HERTIIRT. & 21, jp.com
X, apple.co.jp.com, netflix.co.jp.com &9 R A A 4Dk
BT FLRL LEDNZ EnD 5.

jp-com

ssl.com
service.com
7. MB RAAL T T2 )R NESY

Figure 7. Example of domain blacklist

33 A—ALFFLRISYIURE

EFIBW spam DO, RAAZKT Ty 7 VA B
IZBFETERNLDIE, A—AVT RLRAZDHDOET T
JUARANMIFNFETD, A—AVT RLVAT Ty 7 VA MD—
WA 8 IRT.
34 REBDBE

A=V @ From ~v ¥ DA AKX 9 12777, From ~v 4
X, <&>THENTZA—ALT LA L ZDRNZEIND
BB H725. Amazon 12D D A — /LTI, KR4I
Amazon.cojp & ENNTWND. ZFNE EFNRT, RRAIZ
Amazon.co.jp & E2 Tz spam b EEH D . E DT HORRAL
MIDESIRS>TNT, A—=AT FLAD RAA EEMN
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*amazon.co.jp, & 5\ X, *amazon.com T2\ b DI, spam
LB BTE, 2O XD RBAEZ netflix (IZOWVWTHIT-T
W5,
3.5 EAIE

RAAL VA DOREIL, FTA NI AN, 7T 7 U RN,
spamhaus @ dbl DJETH Y, MTA O IP 7 KL AD KT X
DEHRT D, 1d, SAT— FORMHECLY, Tuagy
DA =N =305 spam AEOHND AREMEDR & D1 E T
HbH. BEOA—NVEFELT T v 7 U R MIfEEEA—L
T RVREES TS HREERH D720, IP T RLRAKRY
A FU R NMZHE > TR MTA 253K A=A DRIT A
=T RLVATZ7 T w7 VX MNe@HT 5. KB OMAL,
~v & From DHT, ML TWDHDT, EHITITF> T
5.

jp@icloud.com
noreply@icloud.com
noreply2@icloud.com
noreply3@icloud.com
noreply4@jicloud.com
appleid@id.apple.com
appleid@appleid.apple.com
support@appleid.apple.com
info@mail.rakuten-card.co.jp
support@mail.rakuten-card.co.jp
webshop_noreply@emagazine.rakuten.co.jp

partner@shop.rakuten.co.jp

order@rakuten.co.jp
8. A—NAT RLRTZFv7UZAL (#5)
Figure 8. Example of mail address blacklist

From: FR4 <A —/L7 KL A>
9. From ~ > # OFE

Figure 9. Format of From header

4. BRAHER

201712 A 31 B 5 20184E5 H26 HE TD 572H (21
W) A —VEOEFHEREZFE 112, Greylisting D¢z
F2ITRT. #E 1, 2T, TAccept] 1%, FEICEVZEFEL
7o A—n%, TAutowhite] 1%, greylisting @ autowhite list {Z
o TWnD7ed, =TT =R LCEIE LIz A=, Tst)
1%, BN S —& L= A—%, 12" or more) I3,
MM TR SN KT —L LB TH .
greylisting 12 & VW &Z {5 L7 A — 80X, [ Accept] +

[ Autowhite] T Y, A L 7= spam #(greylist deny)i:,

Spam %t = Tl1st] — laccept]
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Figure 10. Check for envelope From
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Figure 11. Check for Header From

To2d. Ham (B A —/V) BLO Greylist BIEDEFHE
A—=NETHD. LL, Greylist LMD spam £2i, Z1E
HEORETHD. R A—MAREGEXESN TS A
BELHY, ZHICBNTWS. HamGET A — /W),
753 JFIEIZRT LT, spam 223, 1320 i@ & 2 5K BV
X, 2o THD. Firewall T Malware 23MaH S 7=
G, Ygsmp 2 x 7 vaviglVey hENRb. Fou s
1T IP 7 R U ANRER I N7, Malware #i] D 1Pv4,IPv6
DONFRIZAHTH 2.

#1205, Ham(EH A —/)753 FlD H b, ZIEHHIH
ERIEZ BTV D DX, [Greylist-accept] ¢ 13 J7 8 i
ThY, TTWSTEA—LD2%IFETHD.

F 1 @ spam 1320 TiED 9 5, envelope From T D g 1%L
1% 1018 i@ T 77%Td Y, Header From TOMAIELIL 88

goooog




i 5% ¥R &

TE AL 2 TR
IPSJ SIG Technical Report

F 1 ZELEA—ILEONR

Table 1 Breakdown list of received mails
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# 4.~ & From TORENDFEAM

Table 4. Detail of number of mails detected at Header From

Rl | R Pv4 IPv6 At IPv4 IPv6 Total
Whitelist 6,174,805 | 12,857 | 6,187,662 DNS (C B g7 L 93,202 414 93.706
SPF 278,458 0 278,458 .

ham | Greylist Accept 136,505 | 1,875 138,380 local / localdomain 2,890 0 2,890
Greylist Autowhite 925,671 | 4,481 930,152 Mail addr blacklist 13,920 2,571 16,491
Subtotal 7,515,439 | 19,213 | 7,534,652 Domain blacklist 12,972 509 13,481
Greet-pause 7,331 63 7,394 Spamhaus dbl 733,372 80 | 733,452
Envelope From 9,994,512 | 190,802 | 10,185,314 anio 22.668 4.605 27273
Envelope To 1,499,262 6 1,499,268 Erpy Lo14 0 1014
User unknown 254,788 0 254,788 i d ’

Spam | Header From 880,135 8,179 888,314 T Ot 7 0 7
Greylist deny 342,424 54 342,478 Total 880,135 8,179 888,314
Blacklist 15,536 41 15,577
Malware - - 2,973 #% 5. Spamhaus dbl THEI I 72 A —/L DXL MTA O K
Subtotal 13,003,988 | 199,145 | 13,206,106 XAk ()

Total 20,519,427 | 218,358 | 20,740,758 Table 5. Sender MTAs detected by spamhaus dbl (part)

7% 2. Greylisting BHE D 20
Table 2. Detail of mail counts Greylisting

1Pv4 IPv6 total
accept 136,505 1,875 138,380
autowhite 925,671 4,481 930,152
™ 478,929 1,929 480,858
2" or more 2,104,963 228 2,105,191

#* 3. =~ —7 From TOMRIEDFEH

Table 3. Detail of number of mails detected at Envelope From

IPv4 IPv6 Total
DNS (2§72 L 313,064 6,121 319,185
local / localdomain 33,388 428 33,816
4405 5 oita-u.ac.jp 139,416 0 139,416
Mail addr blacklist 905,804 105,539 1,011,343
Domain blacklist 367,499 18,192 385,691
Spamhaus dbl 8,229,232 60,519 | 8,289,751
sl 6,109 3 6,112
Total 9,994,512 190,802 | 10,185,314

NEAE sk RAAL % (2 L_VET)
1 1971558 | Istn.net
2 886538 | co.in
3 589367 | sendinmail.net
4 504962 | omicspublishinggroup.com
5 167494 | websoftmedia.online
6 156061 | ijoear.online
7 147954 | 24x7mailers.com
8 146499 | fifal4.top
9 136599 | amazonaws.com
10 131028 | ijoer.online
54 25284 | myvps.jp
67 17949 | outlook.com
174 4211 | ac.jp
204 3130 | google.com
400 581 | ne.jp
545 286 | orjp
878 88 | ad.jp
2472 15 | co.jp

TETHY 7% TH 5.

# 3. Iz —7 From TORMOFEME, 412~
v & From COMMOFEMAE R, £3, 4 &%, spamhaus
dbl DFREIDY, 80% 1% &% T 5. Spamhaus dbl TH%N
END A= EESTEIZMTA X, 5/ AMT, 14966 T
Holz. DO MTA D RAA ZIZONTE 2 LLET
WZOWTOHEFHO—E %2R S ITRT. BER jp RAAL V4
ZRFo 72 MTA b 174 {7, 400 {i7, 545 {7, 878 fir, 2472 fir
WZHN TV 5.

SHAMTRIM LA —LT FL AL, 108 FET, 102
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JilER N L7z, 2 6.1C mail address blacklist TR L7z A —
VT KL AD—E % 7~9. Mail address blacklist (21, 250
DA—=NT KL AEXEEL TV D, spam DEFTTA — LT
FL2E, —BHEOLDLHY, TORFILA—ALT FL
RAINHRKED spam ZHIFFME D Feld, Dk, ZDEE
JTEA =T RLUANDLIX, ol A=kl RsZ
EbHDH. KREITHRAMIND spam DEFILA—LT KL
A%, @EA—VELTHEDNDLA—LT RLADEE
L, ZOTROVEANRSDD. A—NT RLATHER LIZZ
EERBEMLIZT0h, KEOA—NVEF CEETA—L
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% 6. Mail address blacklist D H1EL G5 47)
Table 6. Number of spams by mail address blacklist(part)

JEGE | FREE | EECA =T R LA
1 210234 | noreply@email.apple.com
2 157512 | info@mail.rakuten-card.co.jp
3 129684 | order@rakuten.co.jp
4 74696 | <do not_reply@jp.oakley.com>
5 39112 | <shipment-tracking@amazon.co.jp>
6 34165 | myinfo@rakuten.co.jp
7 29603 | <point@shop.rakuten.co.jp>
8 28660 | <info@lows-jp.com>
9 28648 | <info@mailthx.com>
10 28223 | <info@thing-jp.com>
11 25015 | <info@youtube-info.jp>
12 20575 | <store-news@amazon.co.jp>
13 18618 | <e-issues@shop.rakuten.co.jp>
14 18384 | <yahoo@google-index.jp>
15 15919 | <partne@uniqlo.com>
16 12896 | <shipment_tracking@amazon.co.jp>
17 11964 | support@mail.rakuten-card.co.jp
18 10314 | <do_not reply@line.me>
19 10112 | <info@uk-mailer.com>
20 10006 | <mail@googlehappy.net>

7 RUATHD & spam HIE ST 2D 7297, spam
FREFENEETA AT RLAZWIICEET L2 8H
% (F6. 5AL& 160172 L).

5. 8hYIc

EFEILA—NAVT RLRAZDHEDOR, DO RAAL UEEK
BT HZLIZE 5T spam T 52 & DHRIZHONTK
DIRDO A=Y —_Oa T |\ZHESINTHE L., FAL Y
TT7v 7 UVARR, A—=IT RLAT T w7 U R N~DBE
X, FEETHY, BT DH0E I NMIEFORRICLD
ETABREV. BEEEZHOLNIZL TN ZERSHE
DRETH 5.

BiIE HME, A — L AT AOEMAIC. THHVEENT
WETLREEEZI LD LT ERERE X —DF %,
FHREE L H—DRHF v T OF 2 \EH N LET.

BE 3
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—Ry FERAL: ToT #RBIZXT S
INAT— R R FREDIVE & o7

TEI KA e s i m e

WE  Mirai Z21Z 00 L Lz TSR AT~ 2 7 HRRA LHBIL TS, 2D X 7%~ /Ly =713 loT Hze D
FEHORFSE, ToT HERONETIEEZ - TEBY, B L7 oT a3 ARG & 725720 1oT #gr DT AT Mg
IZE S TRERGHE R >TWS. Fhixld, %N LAN _:x%w_/qu/ k% T Telnet ¥-—/3(TCP/23,
TCP/2323)~D 2 % 7 ¥ a VR ERE L T\ 5. T ETO Telnet Y —E A /~"=—7 > hTlL TCP 2% 7
g UERMESL LT-14, Ez/ﬁ%ﬁlﬁﬁ LTV, AHFE Tl Telnet Y —EADTZI 2 L— N Fr s I A25B%L, asAa
VD LSRR Y — RIVERRE A 9245 L7=. Mirai 13 Y — & 21— R github TABI &M, FIHLTWA AR T—FY X b
IFBERTH D, A jcfm) 3 7) ABUEE L7282 T — R U 2 MREEROEEIL L ZDOSHRERICON Tk~ 5. 4
BRI L7=a 7o 2 ID & 2832 T — ROMABA I 522 i, Bl L7732V —RU 2 MM 965 FETH-7-. %
B HEHENTZ/RAT— FY X b E Mirai OFO/R2T— R X F&2FT_XTER, S 512 Mirai DR L ThARN
074D &R T — ROMMPFEEL TVH=.

F—J—F : loT #4425, Telnet, N=—7Ky k, AT — KU X h L%

Collection and analysis for password list attacks to the IoT devices
using honeypot system

TENKI KIYOMATSU'!  MINORU IKEBE™
KAZUYUKI YOSHIDA 3

Abstract: Malware aiming at [oT devices including Mirai has been appearing one after another. Such malware aims at insufficient
management of IoT devices and vulnerability of IoT devices, and infected IoT devices becomes a stepping stone, which is a big
threat to system administrator of IoT devices. We are collect the connection status of the Telnet server (TCP /23, TCP/2323) using
the honeypot built on the campus LAN.The honeypot for the Telnet service has disconnected after establishing a TCP connection.
we develop an emulation program for Telnet service and implement function login ID and password. Mirai is published with source
code in github, and the password list which Mirai uses is known.

In this paper, we describe the password lists and attacks collected for about 3 months, and their analysis.The number of
combinations of login IDs and passwords was 522, and the number of password lists appeared most was 965.password lists included
all Mirai's password lists, and there were also several pairs of login IDs and passwords that Mirai did not use.

Keywords: ToT devices, Telnet, honeypot, password list attacks
. (= U= REMWCR 71 245 2 & CRIERIER L 725
L [ZL®IS .

L L, oT BSOS T — RBRYPIIRE D E EDOHER,
IoT(Internet of Things, & / DA ¥ ¥ —F v M&EIEHATS %)Jﬁ\;q BN AT — R AR CXARVEARS S, SR

T ETEBOMFOPRIE L AR A RITE 5L LTHER — R EDOE E IR CAEBIBAINTL
ENTVD. 1oT Hdslid, HBIHESFEZILOELT zio

A B —=Fy MIEERT DA e %R T 5. AR, 2016 4E 10 HICEEBFFDd3E Lim A o X — %~ MELIGE:
v NV=IAATE, WP EANRDBITERS  mas g 08 48 9 AN LD &, Mirai L = 7SR
BLRASRIE R HPTIC R L, a0 5 W A fEs S5 = & L7z ToT #38 % 56(5 75 & L7z Telnet % — & X & 480 L L7=
TRUBEFT ORI A BT 5. IoT HapiEilashTns WIS L CW=[1]. 2016 4£9 A 20 ACIZY v+ —F )

AHRERIEN R 2 2 MO 72, iEORE1L - AL ARNCHDETIAT Y - JLTADY 2 TH A h~DI

SIS TS CPU Y /= 5 DRIA = i = R, AV H—%y FHEAECTHS OVH ISk LTOKH
P& 57 ToT Wids & WHANERD O WHRT 27200 10T grrpsrmseic Mirai 2RI Shiz L WS SATOA[2]. 20

e CIBIE WAL - JEOBREOR Telnet F=E2  \irgj 13 Telnet # — &A1k LT R 7' 2 & RFTF 5. Mirai
MEMEL TWAZ ERNBHAD. Telnet —E XA TIXID & /32 A TR T D & ToT MR A S EERIEL, </ =

T1 Ky REEBE LA IER T3 L 13 ROPREFELAME A A WA o 7 —

Graduate School of Engineering, Oita Umversity Center for Academic Information and Library Services, Oita University
12 RO KRFE LM IAIE TERN R e A7 b a— 2

Faculty of Science and Technology, Oita University
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TEA n—REELNR5., w7 I Lz ToT
BEERIIAR » R E LTEEL, LR DTZ9 O Telnet $-—
ERRRIEBIOIR LIz L O BB opAiE & LTHIA
b, F72, Mirai 121X Telnet — B A& RE T BHH T,
TCP/23 AR — K & TCP/2323 FHAR— L& 9 xt 1| OEFIE TH:
589 DN H B [2]. Mirai 13 2016 45 10 A 1 Bz, E4+
D Web A hTY—R2a— RRARENE. ZDO%, Mirai
ER—ZAL LTRSS IreE}EM-LEZLND
Mirai 78 v M OHEEFEOIEE) b R STV 53]

Bexlx, TNEFTHENRY hU—7 Flnh=—FKy b &
HE L, TE BIEOBMCHEFRIEZFAEL CE. Zh
FT Web 77U 7 —3 3 Otk 2 - 7= W& 4 J &
9% 72| TCP/80 &R — bk, TCP/8080 & 7R — k5> HTTP
U7 A FOWEE - 3H7[4]5°, ToT HERR D Telnet H— b A
~OBIERILRA D792 TCP/23, TCP/2323 &R — hsd
DG Z B L TX[5]. RFFETIX, ToT HERITKIT 5
WO FEE BT 272012, ExFEi A =—K >
I Honeyd[6](C, Telnet 4 —E 2D 1 7' A U HfEA T I = L
— TR T LEFRE L, 22— T e ST A

%, BTEh7Fa s A0 ID L8R T — REET D1
REZFE L. AENE, ToT #8580 Telnet ¥— & R &3>
FHED L, v AU =T PROBYLERRT DEOE
HZONWTORWEHET S22 2 HE LT, BBLE
T al— bl T AEBMBAALTENN=—R Y B
S, M3y AOBRREREZ S LICT — 2 20 Lok
REWRETD.

AL O A LU TSRS, 82 B CIIAE TH W
Xt FER N=—7 > b Tdh % Honeyd DFFEHIZ DV Tk~
9% 3 B CIL Telnet — B A 2KkT B 8207 — R & f\ﬁ(%
OB FEERARD. FA4FC AT -2 &b &1 ”%ﬁ
LIz L BEIZOVWTIRA D, jIRIT 5 = CAWFE
L L AHDBBUCHONTIRRD.

2. Honeyd

AWFFE TSR FER N=—R v N TH D Honeyd % H\
7-. Honeyd |1 1 GO~ 2 > THEDEME R F &= 3
2 b— FCE, AR A N TIHFRE 0S M LT 5

ICRENT ENEF—T V=AY T 2T ThH5H.

NZ—R ey MTEE R EE S ARKIFERL O 2 FERH D.
R R AN = — Ry M, MEEEE BT HEERD 0S 7
Vor—var7uars I hxzH0nb0, HBEZORAEZD
MR A BRTEDLN, WREICHBRORAELE SN
DAMREMED & 2 12D EEREANLETH S, —JF, Kkt
AN = =Ry MIEBED 0S 7 7V r—varrus
T LDMERED 2T I 2 L— b LRBAHEET S, Wi
FEBRTEDOIIMEY = I 2 L— b LZ#FAICHIR X
N5, 207, ERICKBEFIBEASNEAEESIND
T F e BREANAEETHL L. L, =Ial—
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b L7oHRE ORI T LMER A TG TE 2o, @EixtEs
& W LTSN DIERIZRENTH .

Honeyd (Kt ai i N=—KRy N THDHD, vV T
WA TERMER S @R EER NN = — Ry MTHAT,
RRIGEMATE 5. £72, Honeyd I3 1 HOWHEIA A N TH
BORA 2T I 2 L— T 28EEL O, AWFIED
Ioice /A v BIOARAY = N ITEEKDO TP 7 FL
ATCHMETAZ LI LTWD

ARG Tl Telnet F—E 2D B 7 A UEHHETI 2 L—
]\T§>7377A7E% L, Honeyd IZHLAIAATZ. telnet

Z X% TCP/23, TCP/2323 FAR— huD@fEICxiLTr 7
A ID E/RAT— ROAS %R L, Telnet $— & XA NEHE
LTV EHICREMNT, HBEEOR T A ID &/RAY
— ROAF G — 2 R

3. RRD—FYR MEEBORBASE

3.1 $E3E®D Honeyd H—/30 Telnet —E R 23T 3K
BoMiEAx
5'6??5?55[5] BT 5/ "=—74K v ;T Telnet hr—EA~D
WILOBHITT 3 LY, Honeyd Hr— Ok EEREE % X
_ma“, FHNRY RT—I bt TRy MR 24 DT %
v M ~=—AKy MNHE L THDY 4T, Honeyd % X3%H
F v MZERELTWAH.Honeyd Tl 2L — LTS IP
T RVAE, 254055251 HTHD.

T\
Aa—Fwh N
(DHoneydH—z D s .
IIal—kLTLE )
FRLAIZHEH I 218
IHoneydtr—s At |
ITAERK | ﬁ
D — {R#EHRR -
LaRfoF |OBBEELTON | o000
-,

1 Honeyd ¥— SO E LR
Honeyd #— 23T 21— hLTWVD 251 HDOIP 7

L A D Telnet ¥— & A Z5xd 2385 OBLHIG L% LU T IR

9. = = bL— b L7 Telnet —E A%, TCP/23 FAHR— b

BLOTCP/2323 FHA— b THERAHLZIT VD

1.  Telnet —ER{Zx LT TCP =27 ¥ =7 /@E&;E
R(TCP SYN) & %215

2. REEJCICH LT TCPSYN/ACK G4 L, ENHD
TCP ACK % 1%

3. HELHDOTCPACK %L, TCP AU —vU x A
N R 2 A 7 BRI L, Telnet ¥— B A ~D st &
file

4. Telnet ¥— B A ~OEHE%IZ Honeyd 2> &%
Gl
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IR LB FEORC, UTO6HEEZT 7 A
ns L LTk Lz, EREBOT78AR 7 EK 2 1R
7. BF7T OS HIBNZ pof[71Z VT WA, 7272 L, pOf ©
X IP X7y b b OS ZHBITERWEALH D7D, 7
7 A ZIZIFEET 0S ORBR 2 WIFELH 5.

®  Z{FRFAIIST)
RETIPT RL R
EEILR—- &S
SESEIP 7 R LA
SaSEAR— b

Fri Jun 1 16:06:16 JST 2018 From 219.218.19.249 35072 To
133.37.17.240 23 O0S:"Linux 2.6 .1-7"

Fri Jun 1 16:06:17 JST 2018 From 209.97.142.159 37926 To
133.37.17.193 23 0S:"Linux 2.2 20-25"

Fri Jun 1 16:06:17 JST 2018 From 5.250.81.10 58828 To
133.37.17.202 23 OS:""

2 Honeyd TRtk L7727 kA1 s/

3 Honeyd 4 —/MZTC=I2L—hFLTWHIPT R
LA AWK L CRGER Y 747 2 M b telnet THfiE 23
Al EDOFERERLTND.TCP 237 ¥ 3 » OWESLE,
FTICTrEns.

# vy FBIORR
$ telnet A
Trying A ...

Connected to A.

Escape character is '*]'.

LT N O R S

Connection closed by foreign host.
3 Honeyd —/ 3~ nu 7 A i 17(1)

HE D Honeyd ¥ — N IZ CIUE L7 7 7 & 2 1 7250
TT7 7B AERFEEIL OSICEH Lt L7z, bk
Telnet —EA~DEERFML TS Z &, HITE
EIEIE OS 2B WT Linux DILENEN-T2Z L 2R L
7-[6].

3.2 5 L L Honeyd —/ DA A%

LT, AR TITIERIE L TWeT 72w 7T
ZC Telnet 4— "D 7' A VHfEEZ T I 2 L— FSH DB
REZBIML, BEENRIT LIz /(v ID L8RV —F
ENNE LT, FEENPRITLIZn A ID LARAT—F
OMEBEMODONSAT — RY 2 L LB L, EETORMELY
METD.

1EFR D Honeyd $— M1 2 T, Telnet —E 2 D1 7 A
ViEE I 2L — T 57 v T A% LT Honeyd
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H—/3 2(LLF, Honeyd H— 3 )& H 7= IZE Y7 % v b
IZF% & L7-. Honeyd ¥ — 2 OFEREZ X 4 (RT. 1t
ke, n==Ry PP TRy PTHALTWEZIP T FLX
251 8> 5 6 10 1% Honeyd —"2 T=I 2L —h7 %
IP7 RLRAELTHEID YT,

HoneydH—712 -

LA uF Honeydt—/% L/

4 Honeyd %—/32 O E B

\ WJ _ 5 1018
g
O J p 24018
& . =

Honeyd #—/ 32 CZ=I=2b—hLTWS 10D IP 7 R
L 2ZxH9 % Telnet h—E2A~DT 7 2D FHNELLTFIC
/R9. Honeyd2 T= I = L— h L7 Telnet —E A%,
ok & [FERIC TCP/23 AR — M35 L ONTCP/2323 A — b~ CTHE
EELZIT TS, FRIOR LB Eoh T, 215
BiZl, #EICIP T FL R, fTLlcn s A ID LAY
—KN&r 7L LTRETS.

1. Telnet —EAIZX LT TCP a7 ¥ 3 v O HE
K(TCP SYN) % %15

2. REEJTITH LT TCPSYN/ACK #/E& L, fFENHD
TCP ACK % 7%

3. HELHHDOTCPACK %L, TCP AU —DU x A

NS Ry A 7N L, Telnet — B A ~D G %

ST

PERD Honeyd — N E[EERD T 7 2 A v 7 & ldk

PEIEICIT Telnet $— B Z~D ID D AN &9

IDRAAEND L, RAT—RKDOASTERT

NRAT— RPN SNnD &, IR L INE

B, ID LA T— ROAHZIET.

ID & /RAY— RORITH 3R KT &, EEE

O P® =N n ok

51X Honeyd — 22T I a2 b — L TWAHIPT
KU A BIZHk L THREEHZ 74 7> D telnet THEfE %
RAT L EOFERER LT 5. Honeyd2 % —/ 3Tl TCP
IRy va rOWNER T A v ID D AT EROX 5:7 1T
H). ZZTCiHuas/4 > IDELTtest E LTANLT. £
D% Honeyd2 % — NIRRT — RO AFZHFD(X 5:8 17
H). mMRAT—FRiFma—"y 7 SRS TY
RN test EASLTWS, RRAT—RKOANZZITT-
Honeyd % — 32 1Zm /' 4 L % HHEL, HLWID &/82 Y
—RFOANEZINTD. ThEH2E#VIKLT, 1y
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AVID ENRRATY—ROBGL, ax7 v a v z2HK L.

T+

awr RBLORER

$ telnet B

Trying B ...

Connected to B.

Escape character is "*]".

Red Hat Enverprise Linux Server release 5.4 (Tikanga)
Kernel 2.6.18-164.¢l5 on an x86_64

Username: test

Password:

O 00 9 N W B W N =

% Access denied

[ —
—- o

Username: testl

—
NS

Password:

—
w

% Access denied

—_
W A

Username: test2

—
(=)}

Password:

—
=

% Access denied

—
e}

Connection closed by foreign host.

5 Honeyd #—/32 ~1 71 LiRIT(2)

4. BRT-SOBARKRELER

32FCRULIZIEFIBIC LV EDET 7 EAr T, B X
VARAT—FrZm9 b, 2018462 /1 22 AE 2018 £4E 6
H1RETD 99 AOT—2 %058 Lz, 7 —X 554711
FAWZHIB IR T, TCP23 FAR— F B LU TCP/2323
FTAR— MEDTRT V3 URESLEUE 1,151,553 {4, Telnet ¥
—ERICKT 2w I A URITEERIT 326,594 1, Telnet
—EREZRTon I A EBATUIRREET IP 7 R R
135,004 TH o7z,

41 AJ 4 URTEKRSH

1 H®H 729 @ TCP/23 FHAR— b & LU TCP/2323 FA— b
560 TCP 2 X7 ¥ a VNI ERLIZZ T 7 %K 6 1TR
T. 6D T 7LV TCP23 FA— hF LT TCP/2323
FeR— P50 TCP a7 ¥ a v OfSTHIE 2018 45 A 9
HEE—27 L LTR TERHY, TOMOBITEE 1T
HRETH-oT1=.

1ABdHcvor 74 3 ATEEE R 71277, K615
L7 & 912 TCP/23 &R — M3 L U TCP/2323 F R — h5E
D TCP a7 ¥ a UHESTEULE R 1 TR EIC O b S
7, 201843 A 26 H&BElC v /A AT OREIED AT
B Lz, ZOBHLEIFMALTHNDIP 7 RLARN=—
Ry hEIZRTLE-ZZ AR PHBIFW D1 EZLLN
DZMBITED & Z A Z OREROJRRITHA L T,
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6 1 HHZYOD Telnet F—E A~D 1 7 A L RITEE

42 BFShE=A54 2 1ID EXRT— FDOSH

FAEMR I TENTca 74> ID XA T— K&
FIEIP T RLAZLICER LIz, RETIP T RLAZE
WZr 7 A ID ENAY— ROMAEEG LR 6B
YR LISRER A2 XA T — R U X FEFES. EEHFER LY
NAT—RY R NME 965 FEEH TH o2, 965 FIHD /XA T
—RNURARDIL, ELSEDNAT—=RY A N&fHL
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IP7 RLATORFEH SN AAT—RY X k% 827 717
fELT-. Telnet v —ERIZ /A L ARITLIEEETIP 7
R 2035094 TH D2, 1 LYV SRT—RFY R L
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2 7121 root aquario
3 7116 admin 1234

4 3608 root xc3511
5 3597 admin 123456
6 3591 root Sup

7 3586 root GM8182
8 3585 root juantech
9 3584 support support
10 3582 root 123123
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ax 7 va VEITZA L L TV 5, Telnet W
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WTHRHET DI ENTEDLEEZEZTND
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a7 A ID INAT— R o742 ID INAT— K a7 4 ID INAT— R
666666 666666 guest guest root ikwb
888888 888888 mother fucker root ivdev
Admin Sup root 0 root juantech

Administrator admin root 1001chin root jvbzd
admin 1111 root 1111 root kilv123
admin 1111111 root 123123 root kilv1234
admin 1234 root 1234 root oelinux123
admin 12345 root 12345 root oelinux1234
admin 123456 root 123456 root pass
admin 1234567890 root 1234567890 root password
admin 1988 root 1234qwer root qazxsw
admin 54321 root 54321 root realtek
admin 7ujMkoOadmin root Sup root root
admin WinldoW$ root 666666 root system
admin admin root 7TujMkoOadmin root ttnet
admin admin1234 root TujMkoOvizxv root user
admin cat1029 root 888888 root vizxv
admin ipcam_rt5350 root GM&8182 root xc3511
admin meinsm root WinldoW$ root xmhdipc
admin pass root Zte521 root ZIxXx.
admin password root admin root zsunl188
admin smcadmin root alpine service service
admin vertex25ektks123 root anko supervisor supervisor
admin zhongxing root aquario supervisor zyad1234
adminl password root default support support

administrator 1234 root dreambox tech tech
default antslq root founder88 ubnt ubnt
guest 12345 root hi3518 user user
guest friend root hunt5759
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